Washington Dental Service

Washington Dental Service is amember of the Delta Dental Plans Association

THIS NOTICE DESCRIBES HOW HEALTH INFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT
CAREFULLY.

Washington Dental Service is committed to protecting the privacy and the confidentiality of your health
information. We recognize that you depend on us to safeguard your personal information and uphold your
privacy rights. This document — which is based on state and federal law — describes our commitment to
preserve the privacy and confidentiality of your health information. This notice explains our privacy
practices, our legal requirements and your rights regarding your protected health information (PHI).

This notice protects the rights of both current and former members of Washington Dental Service. It
explains how we use your information and when we may share that information with others. It provides
you with your rights with respect to your health and/or dental information and how you may exercise those
rights. By law, we are required to send you this notice so that you are aware of how we maintain the
privacy of your information.

Washington Dental Service employees are required to comply with our company policies and procedures
to protect the privacy and confidentiality of your health and/or dental information. Violations identified or
reported to Washington Dental Service are reviewed, and disciplinary and/or corrective actions are taken
— when appropriate. Access to information by our employees is limited to a business “need-to-know”
basis. For example, WDS employees need specific information to make benefit determinations, process
claims, perform internal assessments and provide certain customer service functions.

Washington Dental Service has physical, electronic and process safeguards in place to restrict access to
your information. These safeguards include secured office facilities, locked filing cabinets and controlled
computer network systems.

This notice applies to all applicable companies within the Washington Dental Service family, which
includes businesses owned or controlled by Washington Dental Service. Should any of our privacy
practices change, we reserve the right to change the terms of this notice and to make the new notice
effective for all health and/or dental information that we maintain. We will provide you a copy of the
revised notice and post the notice on our Web site.

The “information” or “health information” or “dental information” referred to in this notice includes
demographic information that may identify you and that relates to your past, present or future physical or
mental health and related health care services.

The following describes how we may use or share your information:
For Treatment
Dental information may be shared with your dentist in order to help him or her provide you with the
care you need.
For Payment
Your information may be used when paying your dental claims submitted to us by you or your dental

care provider.

Health Care Operations
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Certain dental information may be used or shared for necessary health care operations. These may
include, but are not limited to, performing quality assessment and improvement activities, evaluating
provider performance, performing auditing functions, resolving complaints and appeals, and making
benefit determinations.

Business Associates

Your information may also be shared with other individuals or entities, known as business associates,
that perform payment or health care operations on behalf of Washington Dental Service. We will not
share your information with these business associates unless they agree in writing to protect the
privacy of your information.

Communications

Your information may be shared with third-parties acting on behalf of Washington Dental Service in
order to provide you with information about alternative treatments and programs or about dental-
related products and services that may be of value to you. We may also inform you about
enhancements, replacements or substitutions to your dental coverage.

Non-personally Identifiable Information

Information that is “de-identified” may be used or shared. Information is considered de-identified when
it does not personally identify you. We may also use a “limited data set” that does not contain any
information that can directly identify you. The limited data set is used only for purposes of research,
public health matters or health care operations.

Employee Benefit Plan

Under certain circumstances, we may share limited information about you with the employee benefit
carrier through which you receive benefits in order to perform administrative functions. Examples of
information we may share include summary health information so that the carrier may obtain bids
from other plans or modify, amend or terminate coverage with Washington Dental Service. We may
share information related to your enrollment, disenroliment and/or participation in a Washington
Dental Service plan. Detailed information is not shared with your benefit carrier unless it agrees to
maintain the privacy of your information.

Enrolled Dependents and Family Members

Generally, we will mail explanation of benefit (EOB) forms and other mailings containing PHI to the
address we have on record for the subscriber of the dental plan. If you are unable to consent to the
disclosure of your PHI, such as in an emergency situation, we may disclose your PHI to a family
member or a friend to the extent necessary to help with your dental care. We will do so only if we
determine that the disclosure is in your best interest. For a minor, we may disclose PHI to parents or
guardians, consistent with state law.

In special situations and under certain state and federal laws, we are required to use or release your
health information. Examples of these events include, but are not limited to, the following:

To comply with state and federal laws that require us to release your health information to others;

To report information to state and federal agencies that regulate our business;

To assist with public health activities;

To report information to public health agencies if we believe there is a serious threat to your

health and safety or that of another person or the public;

To report activities to health oversight agencies;

To assist court or administrative agencies;

To support law enforcement activities;

To comply with law enforcement agents for the purpose of identifying or locating a fugitive,

material withess or missing person;

e To assist correctional institutions or law enforcement officials if you are an inmate or under the
custody of a law enforcement official;

e To report information to a government authority regarding child abuse, neglect or domestic
violence;

e To share information with a coroner or medical examiner as authorized by law;

e To report information regarding job-related injuries as required by workers’ compensation laws;
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e To share information related to specialized government functions;

e To assist researchers when the research has been approved by an institutional board that has
approved the research proposal and established protocols to ensure the privacy of your
information; or

e To afamily member or friend under the following circumstances:

o If you provide verbal agreement to allow such disclosure

o If you are given an opportunity to object to such disclosure and you do not raise an
objection; or

o Ifit can be inferred from the circumstances, based on Washington Dental Service’s
professional judgment, that you would not object

For activities or purposes other than those noted above or as otherwise permitted by law, we must obtain
your written permission — known as an authorization — prior to using or sharing your health information. If
you sign an authorization, you may change your mind at any time and revoke your authorization in
writing.

Once the authorization is revoked, we will no longer use or share the information as outlined in the
authorization. However, be aware that we may not be able to retract information that was previously
made based on a valid authorization.

The following are your rights with regard to your PHI:

Right to Request Restriction on Use and Disclosure

You have the right to restrict how we use and share your information for treatment, payment or health
care operations. You also have the right to ask to restrict your information that we have been asked to
give to family members or to others who are involved in your care or payment for your care. Please
note that we will try to grant your request, but we are not required to do so by law.

Right to Receive Confidential Communications

You have the right to request that we use a certain method to communicate with you about your PHI
or that we send your PHI to an alternate location. If you advise us that disclosure of all or any part of
your PHI could endanger you, we will comply with any reasonable request, provided you specify an
alternate means of communication.

Right to Access Your PHI

You have the right to inspect and obtain a copy of the dental information we maintain in a designated
record set. A designated record set refers to a group of records that includes enrollment, payment,
claims determination or dental management activities. It also includes records that we use to make
enrollment, coverage or payment decisions about you.

Your request to review and/or obtain a copy of your PHI records must be made in writing. We may
charge a fee for the cost of producing, copying and mailing your requested information, but we will tell
you the cost in advance. The right does not include a right to obtain copies of information compiled in
reasonable anticipation of, or use in, a civil, criminal or administrative action or proceeding.
Furthermore, it does not include PHI that is subject to other state or federal laws that prohibit us from
releasing such information. We may limit your access to PHI if we determine that providing the
information could possibly harm you or another person. If we limit access based upon a belief that it
could harm you or another person, you have the right to request a review of that decision.

Right to Amend Your PHI

You have the right to ask us to make changes to the information that we maintain about you in your
designated record set. These changes are referred to as amendments. Amendment requests must
be in writing and must include the reason for the request. We may deny your request for certain
reasons, including if you ask us to change information that we did not create. If we deny your request
to amend your records, we will provide you with a written explanation for the reason for denial. This
written notification will explain your right to file a written statement of disagreement. In turn, we have a
right to rebut your statement. You have the right to request that your initial written request, our written
denial and your statement of disagreement be included with your health information for any future

disclosures. If we accept your request to amend the information, we will make reasonable efforts to
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inform others, including people you have authorized, of the amendment and to include the changes in
future disclosures of that information.

Right to an Accounting of Disclosures

You have the right to receive an accounting of certain disclosures of your health information made by
us for up to six years prior to your request. Your request for an accounting must be made in writing
and must state a time period for which you want an accounting. The time period may not be longer
than six years and may not include dates before April 14, 2003. We will provide you with the date on
which we made a disclosure, the name of the person or entity to which we disclosed your information,
a description of the disclosure, the reason for the disclosure and other applicable information. If you
request this list more than once in a 12-month period, we may charge you a reasonable fee for
creating and sending those additional reports. We are not required to provide you with an accounting
of disclosures of the following information:

Any information collected prior to April 14, 2003;

Information shared for treatment, payment or health care operations;

Information already disclosed to you;

Information shared as part of an authorization request;

Information that is incidental to a use or disclosure that is otherwise permitted;

Information provided for use in a facility directory;

Information that was provided to persons involved in your care or for other notification purposes;
Information shared for national security or intelligence purposes;

Information that was shared or used as part of a limited data set for research, public health or
health care operation purposes; or

¢ Information disclosed to correctional institutions, law enforcement officials or health oversight
agencies.

Right to Paper Copy of This Notice

If you receive this notice on our Web site or by electronic mail (e-mail), you are also entitled to receive
it in written form. Please contact Washington Dental Service using the information at the end of this
notice to obtain a written copy of the notice.

If you believe that your privacy rights have been violated, you may file a complaint with Washington
Dental Service by calling 1-206-985-5963. You may file a written complaint with Washington Dental
Service by sending your complaint to:

Washington Dental Service
Attn: Compliance Officer
PO Box 75688

Seattle, WA 98125

You may also direct your complaints to the Secretary of the Department of Health and Human Services.
Washington Dental Service will not penalize you or take any action against you for filing a complaint.
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